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1 Introduction

The cryptanalytic community is currently evaluating five finalist algorithms for
the AES. Within the next year, one or more ciphers will be chosen. In this note,
we argue caution in selecting a finalist with a small security margin. Known
attacks continuously improve over time, and it is impossible to predict future
cryptanalytic advances. If an AES algorithm chosen today is to be encrypting
data twenty years from now (that may need to stay secure for another twenty
years after that), it needs to be a very conservative algorithm.

In this paper, we review cryptanalytic progress against three well-regarded
block ciphers and discuss the development of new cryptanalytic tools against
these ciphers over time. This review illustrates how cryptanalytic progress erodes
a cipher’s security margin. While predicting such progress in the future is clearly
not possible, we claim that assuming that no such progress can or will occur is
dangerous.

Our three examples are DES, IDEA, and RC5. These three ciphers have
fundamentally different structures and were designed by entirely different groups.
They have been analyzed by many researchers using many different techniques.
More to the point, each cipher has led to the development of new cryptanalytic
techniques that not only have been applied to that cipher, but also to others.

2 DES

DES was developed by IBM in the early 1970s, and standardized made into
a standard by NBS (the predecessor of NIST) [NBS77]. Rumors about NSA
involvement in the design circulated, particularly about the short key length
and the S-boxes. For many years, DES has been the most important target for
cryptanalysis; many new techniques introduced in the last few years have been
measured primarily against DES.

DES is a balanced Feistel cipher, encrypting a 64-bit block with a 56-bit key.
The cipher consists of sixteen rounds. In each round, one 32-bit half of the block
is fed into a round function, along with 48 bits of key; the 32-bit result is XORed
into the other half. DES’ strength derives from the combination of 6-bit to 4-
bit S-boxes and a 32-bit permutation. As was discovered in the past few years,
its strength is extremely sensitive to the precise S-box contents and ordering,
and the specific bit permutation used. Small changes often have a catastrophic
impact on security.



Complexity

1987 2568
1990 27
1993 213

Table 1. DES Attack Complexity

2.1 Analysis

Following are the major cryptanalytic attacks against DES:

1976: For a very small class of weak keys, DES can be broken with complexity
1 [HMS+76].

1977: Exhaustive search will become possible within 20 years, breaking DES
with complexity 2°¢ [DHT77].

1980: A time/memory tradeoff can break DES faster at the expense of more
memory. DES can be broken with time complexity 1 and 256 memory.
1982: For a very small class of semi-weak keys, DES can be broken with
complexity 1 [Dav82].

1985: A meet-in-the middle attack can break 6-round DES with complexity
252 [CES85).

1987: The so-called “Davies Attack” can break DES with complexity 2°6-6,
slightly worse than brute force [Dav87].

1990: Differential cryptanalysis can break DES with 247 chosen plaintexts.
Note that this attack was used in the previous year to break reduced-round
versions of DES [BS90], and that DES was optimized against this attack.
1992: Related-key cryptanalysis can break a modified version of DES with
complexity 2'7 chosen-key/chosen-plaintext queries [Bih92]. Note that DES
was specifically engineered to make this attack impossible.

1993: Linear cryptanalysis can break DES with 243 known plaintexts [Mat93].
1994: Differential-linear cryptanalysis can break 8-round DES with 768 cho-
sen plaintexts plus a 246 brute-force search [LH94].

1994: The Davies attack can be improved, and can break DES with 252
known plaintexts [Bih94].

1995: Differential cryptanalysis using partial differentials can break 6-round
DES with 32 chosen plaintexts and 22 work [Knu95].

1996: Linear cryptanalysis using nonlinear approximations can break DES
with 117,824 known plaintexts and a 2°° brute-force search. This technique
was more effective against other algorithms [KR96].

What is interesting to note, aside from the sheer number of different tech-

niques that have been applied to DES, is how the complexity of analytic crypt-
analysis has improved over the years. Table 1 summarizes this trend.

Even today there are minor improvements in linear cryptanalysis that make

the best attack even better.



2.2 Current Status

At present, DES’ short key size makes it unacceptable for most applications.
However, variants such as triple-DES and DESX allow continued use of this
cipher.

Despite excellent cryptanalytic progress, brute-force keysearch is still the
only practical way known to attack DES. While a number of academic attacks
break DES with less work than a keysearch, these require enormous amounts of
traffic encrypted under a single key or special circumstances (related-key attacks,
power analysis, differential fault analysis, etc.). After more than twenty years of
progress against DES, it is widely believed that the cryptographic community
has a good grasp on how to attack DES-like ciphers. It would be very surprising
to see a massive improvement on the best known attack on DES, though of
course, there is no proof that such improvements aren’t available.

3 PES, IPES, and IDEA

PES, the predecessor to IDEA, was proposed by Lai and Massey in [LM91]. After
the publication of differential cryptanalytic techniques, IPES (later renamed
IDEA) was derived by making a small change to PES, and was described in
[LMMO1]. IDEA became widely known for a number of reasons: the reputation
of its designers, the elegance of its design, and its use in the early freeware e-mail
package PGP.

IDEA encrypts a 64-bit block with a 128-bit key. IDEA consists of two dif-
ferent kinds of “half-round” structures. In the first, a combination of modulo
216 additions and modulo 2'® 4+ 1 multiplications are used to combine 64 bits
of key material into the 64-bit block. In the second, the 16-bit words are mixed
together using a structure called an MA-box, and the two middle resulting words
are swapped. Two of these “half-rounds” make one IDEA round. There are a
total of 8.5 rounds, because of an additional half-round at the end to make the
cipher identical except for key material in the forward and backward directions.

3.1 Analysis

These are the major attacks against IDEA, after the redesign to make the algo-
rithm secure against differential cryptanalysis:

— 1993: For a class of weak keys, 8.5-round IDEA can be broken with two
chosen plaintexts [DGV93].

— 1993: A partial distributive attack can break 2-round IDES with 242 com-
plexity [Mei93].

— 1996: A related-key differential attack can break 3.5-round IDEA with 27
adaptive chosen plaintexts, three related-key queries, and about 232 work.

— 1997: A truncated-differential attack can break 3.5-round IDEA for about
1% of the keys with 240 chosen-plaintexts and 2°! work. A differential-linear
attack can break 3-round IDEA with 23° chosen plaintexts, and about 244
work [BKR97].



1993 2
1997 3.5
1999 4.5

Table 2. Rounds of IDEA Cryptanalyzable

— 1999: The miss-in-the-middle impossible differential attack can break 4.5-
round IDEA with 264 known plaintexts and 2''? work [BBS99].

For IDEA, the most striking improvement is in the number of rounds that
can be broken faster than brute force as a function of year (see Table 2).

The three attacks are very different, and are not simply improvements of
each other.

3.2 Current Status

IDEA is still a highly regarded cipher. Despite continued progress in cryptanal-
ysis of this cipher, even the best known attacks penetrate just over half of the
full cipher. However, it is clear that quite a bit of progress has been made in
cryptanalyzing the cipher. Initially, few people had any ideas on how to attack
it. Over time, researchers analyzed the interaction between the three operations,
from which IDEA derives all its strength, and were able to find weaknesses.

4 RC5

RC5 is an elegant cipher, and is very fast on machines that can handle vari-
able rotates well [Riv95]. Ron Rivest’s reputation (as the designer of the MD4
[Riv91] and MD5 [Riv92] hash functions, as well as the then recently leaked RC4
stream cipher [Sch96] (and one of the inventors of the RSA public-key algorithm)
ensured that the cipher would get a lot of attention.

RC5 is one of the simplest ciphers ever to be fielded, and yet appears to be
quite secure with enough rounds. We can describe its round function here in
pseudocode:

L~ LXORR
L—L<<<R

L «— L + subkey|[21]
R+~ R XOR L
R—R<<<L

R <« R + subkey|[2i + 1]



1995 262
1996 253

Table 3. RC5 Attack Complexity

The cipher was specified with a variable number of rounds, but Rivest origi-
nally believed 12 rounds might be sufficient. The simplicity of the cipher makes
it very clear that data-dependent rotations are the basis of whatever security it
can provide. In later research, it was also made clear that the mixing of XOR
and add operations is required for security [KSW99].

4.1 Analysis

The initial 12-round proposal was quickly increased to 16 rounds in light of these
attacks:

— 1995: Three results were presented: a differential attack against 9-round RC5
that requires 2%° chosen plaintexts, a differential attack against 12-round
RC5 that requires 22 chosen plaintexts, and a linear attack against 5-round
RC5 that requires 247 known plaintexts [KY95].

— 1996: For a small class of keys, 12-round RC5 can be broken with 2'° chosen
plaintexts [KSW96].

— 1996: A differential attack can break 12-round RC5 with 253 chosen plain-
texts [KM96]. Additionally, for a small class of weak keys, the same attack
can break 12-round RC5 with complexity 24° (plus complexity 2%° to detect
the weak key class).

— 1999: If XOR is replaced by addition in RC5, a mod n attack can break this
variant (called RC5P) with 26! texts and 257 work: 16 rounds in the average
case, and 19 rounds for a small class of weak keys [KSW99].

This may change soon. A new attack that targets the data-dependent ro-
tations in RC6, a more complicated algorithm, can break 15-round RC6 faster
than brute force [KMO0O]. These techniques may apply to RC5.

4.2 Current Status

RC5 appears to be secure with a sufficient number of rounds. The pace of progress
in analyzing data-dependent rotations, however, has made it somewhat difficult
to determine what a sufficient number of rounds will be five or ten years in the
future. Recent attacks against data-dependent rotations in both RC6 [KMO00] and
RC5 variants [KSW99] show that the cryptanalytic properties of this primitive
are not yet fully understood.



5 Conclusions

The NSA has a saying: “Attacks always get better; they never get worse.” The
cryptanalysis of these three well-designed ciphers, as well as many less well-
designed ones, has followed a trend. At first, a cipher based on some fundamen-
tally new ideas is fielded, and the existing attacks for other ciphers are tried, and
generally don’t work very well. Over time, analysis of these ciphers improves, as
the underlying sources of strength (small S-boxes applied in parallel alternat-
ing with bit permutations, mixing of operations from different algebraic groups,
data-dependent rotations) are better understood. Improved tools for analyzing
these ciphers are developed.

Over the past few years we’ve seen several new cryptanalytic tools: mod
n cryptanalysis, boomerang attacks, slide attacks, inside-out attacks, truncated
differentials, impossible differentials, differential meet-in-the-middle attacks, etc.
These tools are still being understood and improved as they are applied to dif-
ferent algorithms.

We believe that history makes a case for selecting an AES that is very conser-
vative in terms of number of rounds. The AES candidates were only announced
in mid-1998; there has been less than two years of public cryptanalysis for any of
the ciphers. Although all the AES finalists can trace their lineage through older
designs!, this is not a reliable metric by any means. Design elements used well
in one algorithm can completely break a different algorithm; paper after paper
has shown this to be true.

Luckily, NIST is not limited by the number of rounds in the AES candidate
submission documents; NIST is free to alter its value in any way. We strongly
recommend that NIST take advantage of this freedom. In his first-round com-
ments to NIST on AES, Lars Knudsen suggested a measure for determining the
number of rounds of a cipher selected as AES: take the largest number of rounds
that can be broken faster than brute force and double it [Knu99]. We agree with
the sentiment behind this recommendation, but aren’t certain whether an even
larger multiplier might be justified.

The distressing thing about cryptography is that we cannot predict the fu-
ture. We have no way of knowing whether someone will publish a 232 attack on
DES next year. Neither its long history of analysis, its alleged NSA pedigree,
nor its clever and resourceful designers have protected it from three known at-
tacks better than brute-force. Whatever algorithm is selected for AES needs to

! Actually, they’re not even very old; all the finalists had ancestors in the first three
years of FSE:

— Rijndael: 3-Way, Shark

Twofish: Blowfish, SAFER, Shark
— MARS: RC5, SEAL, MacGuffin
RC6: RCH

Serpent: Lucifer, SAFER



be reviewed regularly. There is a huge difference between “I don’t know how to
break this cipher” and “this cipher can’t be broken.”

If there’s any moral from all of this, it’s to be conservative. AES is too
important to get wrong.
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